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Abstract: The enormous volume of applications on and the requirement of massive
infrastructure to provide services has requisite Enterprises to move towards Cloud Computing.
Hosting applications on Public cloud have various advantages such as reduced cost and
scalability; however, the security concerns pertain. A data breach can create mistrust among
customers and impact the company’s brand and lead to financial losses. Subsequently , the
need to secure the applications on cloud is increasing and enterprises need to employ best
practices and work with their security teams and identify ways to incorporate advanced
technologies such as Artificial Intelligence to utilize its capabilities to Identify threat, mitigate
risks and predict upcoming issues and counter them on time.

The volume of applications on Public cloud are rapidly increasing and the cloud ecosystem is
complex and need to be safeguarded by security teams. Also, security is a major concern for
cloud migration and early detection of threats and vulnerabilities is important, Application of
Artificial Intelligence is of dire need to identify the threats faced in cloud computing and
safeguard the security of enterprise applications. This paper proposed a framework for
leveraging Al for public cloud computing to identify threats and vulnerabilities in cloud
applications. This paper further discusses the applications of Al for cloud security practices.

Problem:

Cloud Adoption has accelerated over the past few years; however, security risks of cloud
computing have become a top priority for Enterprises. With Sophisticated criminal attacks, the
cloud computing is at stake and with the void for lack of resources and expertise the security
issues remain unresolved and resulting in insecure interfaces and data security concerns. In this
paper, we will discuss the security challenges faced in public cloud and application of Al to face
the security concerns.

Introduction:

Technologies have been constantly enhancing from the past decade and, businesses are
attempting to find ways to limit expenditure and increase revenues by leveraging technologies
such as Al and Cloud computing.  Cloud vendors provide 3 major categories of cloud
computing services: Infrastructure as a service (laaS), Platform as a service (PaaS), Software as a
service (SaaS).
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Cloud Deployments are provided through public cloud, private cloud, Hybrid cloud depending
on enterprise objectives and requirements. With an increase in the amount of data and imperative
needs for remote access to data, Enterprises have started to move towards Cloud connectivity
and storage.

Although cloud computing in its different structures has been around for a couple of years, the
uses of the cloud are changing according to the organization's needs. Associations have started
the utilization of the cloud computing worldview inside to improve IT administration
conveyance and cultivate advancement. Some Telecom vendors are conferring a few services,
for example, network data backup and in a couple of occurrences are partnering with driving
cloud organizations to both exchange their contributions or offer foundation and site hosting
services. The adoption of cloud has helped organizations reduced cost, increases scalability,
provide business continuity, and flexibility of work practices. As the data is moving away from
the organization’s network perimeter, the security concerns are increasing and hence companies
have started to prioritize cloud security.

Cloud security uses applications, controls and various policies to protect the cloud Infrastructure
to provide a secure environment . Cloud computing hasgrown to
be a need for corporations searching for ways to advance enterprise innovation. To support the
growth and secure systems, the need to use predictive technologies such as Artificial Intelligence
is imperative to combat the increasing cloud cyber-attacks.
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Why move to Public cloud:

As per Gartner research, services of public cloud market is estimated to reach $302 billion.
Although few companies are hesitant to move towards public cloud, many organizations have
adopted public cloud. The major highlight of public cloud is the improved security. Large public
cloud vendors have expert cyber security teams that provide security to client applicants with
market leading tools. Additionally, cloudOnative have advanced security services and security
innovations are increasing for cloud-based solutions. Furthermore, with cloud computing,
flexibility and scalability increases with various options (ex: partly on-premise and partly on the
cloud, multi-cloud vendors, all-in-one cloud). According to NetEnrich 2019, 68% of IT
departments are using public cloud services to store data. With all the added advantages, public
cloud is less expensive than private cloud, however, the costs can be variable dependent on
workload. Companies eyeing a move to the public cloud can take advantage of the solutions and
applications that are booming in market to smooth the transition and support their operations.

Public Cloud Security Challenges:

e Public cloud services work on a shared model where the customer is held responsible for
access control and to ensure security counter measures depending on the type of cloud
service adopted. These security measures need to be constantly shifted with the changing
threat landscape. Statistics from McAfee reveal that 24% of organizations miss high
severity patches in their public cloud infrastructure.

e Shared security model between Cloud service provider and customer becomes yet
another digital asset for enterprise’s Security operations (SecOps) team to monitor which
includes intrusion detection to patching vulnerabilities

e Misconfigurations in public cloud services has been a major reason for cloud data
breaches in the past as per CSA report. These security gaps can turn in to a threat to
organizations.

e Increasing applications on cloud and high number of vulnerabilities is becoming a
concern to organizations in deciding the vulnerabilities to be patched

Al and Cloud Adoption trends:
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The worldwide Al market is one of the quickest developing markets today. Gartner predicts that
the business value of Artificial Intelligence will reach $3.9T in 2020. Cloud computing has
demonstrated to be a critical factor in growing business. For newly established companies, cloud
infrastructure adoption has enabled them to leap in advance of their competitor, huge numbers of
whom have battled to incorporate cloud into their complex heritage frameworks.

Cloud computing initially emerged in the United States. The U.S. has been the leader in cloud
adoption since 2015, However not all countries are on par with the U.S. It is expected that by
2022, cloud adoption for all other countries will lag behind the U.S. by 1 to 7 or more years
according to Gartner and the expected that in 2022 14% of total IT spending will be on cloud
services in USA.

As per Gartner research, Public cloud industry is estimated to grow 17 percent in 2020 to
$266.4 billion. In 2019, public cloud industry was $227.8 billion. Without cloud computing, the
present Al abilities would not have been present as Al depend on tremendous stores of premium
data. Enterprises are in different states of their cloud adoption and have different cloud
aspirations for future. McKinsey report has recently shown that more fewer than 15% of
organizations have more than half of their applications on cloud and have benefited by the
sophisticated security services provided by cloud vendors. Additionally, nearly 80% of
organizations plan to have their workloads moved to cloud.

% of Organzaitions planning to move to Cloud services in
next three years

m Financial Services
m Healthcare
m Other

Retail

m Technology, media ,
Telecommunications

Figure 1: Enterprises Planning for cloud Adoption
[Link:
https:/fwww.mckinsey.com/™/media/McKinsey/Business¥ 20Functions/McKinsey¥%20Digital /Our%20Ins
ights/Making%20a%20secure%20transition/Making-a-secure-transition-to-the-public-cloud-full-

report.ashx]
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Even though in 2017 only 10% of companies had their workload on cloud, the future looked
different. In three years (2020) 80% of companies have planned to move towards public cloud
platforms as per the report. As per the report, China remains lagging and expected to become a
tracking country beyond 2023. Japan’s spending in expected to grow by 4.4% by 2022 on cloud
adoption.

Al centric cloud Security Framework:

Cloud Service
Provider

éj

[ Lewveraging Al for Public Cloud Security

Figure 2: Framework for leveraging Al in Public Cloud Infrastructure

Al and Cloud Security:

While Leveraging Al tools in public cloud Infrastructure, security experts can identify threats
and Al tools can provide recommendations. The threats identified in cloud environment can be
modeled to draw conclusions on which type of threats are highly surfacing in the environment.
Further, with the help of prediction algorithms, we can predict the threats which are likely to
affect the systems. With the sheer volume of applications and devices, Al can bolster security
teams with Al capabilities to mitigate risk faced. While Threat detectors collect large amount of
data, this information can be used to analyses the patterns of vulnerabilities in systems and patch
accordingly. We can further understand the type of devices, vulnerabilities that are targeted.
With AI’s massive computing efficiency and its capability to analyze huge sets of data at a
faster pace than human employee, artificial intelligence can quickly learn, adapt, and introduce
security measures. Security Alarms on potential threats or any anomalies in user access behavior
can be tracked and there is a huge potential with automated technologies to eliminate basic
security checks. When security teams have Al technologies handling routine tasks, security
teams are free to focus on more critical or complex threats.
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Application of Al for Public cloud security:

Prediction of Vulnerabilities

Vulnerability management tools can leverage Al strategies to develop context of each
asset.

With the asset categories, the vulnerabilities can be prioritized based on risk and for both
internal and external threats. Establishing priorities can help resolve or remediate the
vulnerabilities that pose highest risk to the organization

Al can also be used to identify false positives. By considering services running on an
asset and various detection mechanisms an identified vulnerability can be scrutinized to
check if it is a legitimate vulnerability.

Application Al to vulnerability remediation data across various organizations can yield
insights based on the aggregate judgment of huge number of IT and security teams.
Using techniques such a regression, client practices and inclinations can be mixed with
their history of remediation to foresee what is significant. Utilizing this ever-growing
database of cloud computing data and their remediation activity, the commitment to the
vulnerability score turns into a unique component that mirrors the continually changing
nature of the danger.

Access Management

Al can be used to provide recommendations on roles and access maintained by various
users on public cloud. These recommendations of user role maintenance can reduce time
and cost involved in defining user roles.

Further, Al can be leveraged to recommend the level of access required to a user based
on peer groups or access requests made earlier. Hence Al can be used as an engine to
provide access level recommendations

Al can be applied to identity anomalies in user actions and data sources and applications
accessed. This can be performed by comparing the data accessed with previous data
sources. Any threats or risk identified can be reported.

Further we can incorporate usage data to generate efficient insights through analytics
engine

Enterprise growth and expenditure:

In various research, organizations have mentioned about the benefits they leap from cloud
computing. Also, Al is expected to spur economic growth. McKinsey has mentioned in its
global institute model that 70% will adopt a Al in some form by 2030 and Al can contribute
1.2% of GDP for the next decade at least. The below graph is obtained from report by oracle and
KPMG the amount of business-critical applications that enterprises are planning to move to
cloud in the next 24 months.
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Business Critical Applications moving
to Cloud
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Figure 3: Business Critical Applications moving to Cloud

[Link: https://fwww.oracle.com/a/ocom/docs/cloud/oracle-cloud-threat-report-2020.pdf]

Annual Public cloud Spend by Enterprises
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Figure 4: Annual Public cloud expenditure by enterprises

Link : [ https:/fwww.flexera.com/blog/industry-trends/trend-of-cloud-computing-
2020/#: text=Enterprise%20cloud%20spend%%20is%20erowing exceedsi20%241. 2% 20million% 20per
20year.]

Zero Day Threats and Al

Zero day refers to the day a vulnerability is identified in a software. The software vendors create
a patch to fix the vulnerability to avoid any data breach or cyber-attacks. The time gap between
the identification of a vulnerability and creation of patch may be weaponized by cyber criminals
to attack the systems and in our case the public cloud. The patches are applied to avoid zero-day
exploit and zero-day attacks. While traditional security systems employ antivirus software and
patch management systems, these are insufficient to prevent or detect zero-day exploits.
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The reason being, these threats are new to the system and have not occurred before. By
Leveraging Al, zero-day exploits can be identified by automating the aberrant behavior
recognition and then altering the administrations.

In this manner, to viably manage zero-day threats, organizations need to be progressively
proactive and prescient with their security methodologies This requires perceivability into traffic
from each endpoint by disassembling every approaching record to scan for any malignant
components whether they be known or obscure, The time when traditional security measures
were effective has come and gone. Using Behavior based techniques to identify any zero-day
attacks can predict malicious actions if any.

Future scope

Currently, Organizations are viewing opportunities to advance on the technology front to
compete with competitors. Implementing advanced technologies such as Atrtificial Intelligence
and cloud computing not only will reduce the expenditure but also aid enterprises in to achieve
business objectives. Cloud computing is incredibly financially savvy, and organizations leverage
public cloud for technology advancements. To fully leverage the advantage of cloud computing,
organizations should be acquainted with the most recent advancement in Cloud innovation.
Considering this, cloud computing is on the ascent in the technology ecosystem. According to
the report by Right scale, 81 percent of organizations with 1,000 representatives or more have a
multi-platform system and the value by 2024 is expected to increase to 90 percent. Between
2018 to 2021, overall investments on open cloud administrations is to develop to 73 percent,
from $160B to $277B. It is evident that organizations are increasing their investments on Cloud
storage.

As on today, every critical advancement, for example, blockchain, artificial intelligence, AR/VR,
robotics, and 10T depend on cloud computing innovation. India is relied upon to see in excess of
a million cloud computing work jobs by 2022 as enterprises move their activities to the cloud
foundation, according to a report by Great Learning. As the Indian cloud computing market,
presently at $2.2 billion, is relied upon to develop to $4 billion by 2020 with a yearly
development pace of over 30%; Additionally ,IDC has estimated more than 1 million job
openings to be made available in India in the future. The implementation of Al and cloud are
hence expected to have a rapid increase in the coming years.

Conclusion:

This paper discusses the security concerns of public cloud adoption and application of Al to
manage the security challenges in public cloud. The paper also discusses about the future
adoption of cloud, Al technologies and their advantages to the economy. Leveraging Atrtificial
Intelligence in cloud computing will reduce the dependency of human intervention and with the
help of prediction models, the threats can be predicted and prioritized as per the risk posed to
organizations.
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With the various applications of Al in public cloud computing discussed in the paper. With the
future scope of Al adoption, it is evident that Predictive models and automated threat prediction
systems are of dire importance to overcome the public cloud security challenges.
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