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Abstract

These days the world is very much dependent on web applications. Hence providing security to
these applications is of great importance. Information is maintained in the backend databases in
the majority of applications. Among the vulnerabilities is the Structured Query Language
Injection Attack (SQLIA). There are several applications to retrieve session/HTTP cookies
nowadays. There is quite a range of techniques used to stop these attacks.The proposed work
discusses the flaws in a few of these techniques that handle these attacks and implement an
efficient hashing technique to prevent this technique. To overcome the above-mentioned attacks,
the machine learning concept with the Support Vector Machine (SVM) algorithm was
introduced. It is used to detect and prevent SQL injection. In this technique, the SVM algorithm
will be trained with all possible malicious expressions and then generate the model. Whenever a
user gives any new query then SVM will be applied to that model to predict whether a given
query contains any malicious expressions or not. If the user invents the new technique then also

SVM can detect that malicious expression by matching with a minimum number of syntax.

Keywords: Support Vector Machine, Web application, Structured Query Language Injection
Attack, Simple Object Access Protocol.
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I. Introduction

In recent years, much research has been conducted not only at educational institutions but
also to prevent needle attacks. Below are some of the preventive measures recommended by
researchers [1]. Vulnerabilities in the Web can compromise personal information and other
valuable resources. When a user tries to submit a request to a web server, he does this using
Hypertext Markup Language (HTML) forms, Uniform Resource Positions (URLS), or other
fields where data can be entered. The unfiltered form allows users to use SQL injection. This is
because the form data submitted to the database is processed and processed without checking.
SQL Hall of Fame Search [2] reports the latest trends in SQLIA data triggers. The ability to
protect your backend database from SQLIA in the big data era is a subject-based issue. SQL
injection is a type of attack that enables an attacker to access or alter data by inserting query
language code composed of a web form login form. A SQL injection vulnerability could allow
an attacker to send commands directly to the base database of the web application, removing

privacy and functionality[3].

SVM is a set of methods of supervisory learning based on the theory of statistical
learning and used for classification and regression tasks. As a classification system, SVM is a
global model of classification that generates non-overlapping parts and uses all characteristics in
general[4]. The partitions are shared in one pass, creating linear and linear partitions. SVM is
based on maximum margin and linear discriminant, similar to a probabilistic approach, but
without considering the dependencies between qualities. The basic idea of the SVM classifier is
to choose this approach, the max bridge plane [5].

A type of SQL detection system built into the cloud environment that protects web
applications in cloud deployments and provides dynamic analysis and input filtering. First, this
method gets the SQL keywords through a lexical order analysis of the SQL statement. Then
analyze the syntax of the SQL statement to create a rule expression. Finally, a miniature view
based on the attack detection model defined by the SQL syntax arrangement was passed [6]. To
prevent SQL injection attacks, many techniques such as content filtering, attack testing, and
defensive coding are used to identify and prevent a subset of SQL filtering vulnerabilities. SQL

checks will recognize this as a malicious query. SQL and SQL are analytical methods to prevent
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injection. An intermediate proxy is used to translate SQL into the default language. Queries paid

by the attacker will be stopped by the database parser [7].

Python is a programming language at a high level that is easy to read and execute. For
commercial applications, it is open-source and free. It is called a Python, Ruby, or Perl scripting
language and is mostly used to build web applications and interactive web content. It is possible
to evaluate the scripts (.py files) immediately written in Python [8,9]. Save the file as a compiled
program (.py file) that is used in other Python programs as a programming block that can be
expressed. This document contributes to a representative dataset that includes the ability to teach
a predictable control learning model through the SQLIA SVM (Support Vector Machine)
algorithm to prevent malicious web requests from accessing the target backend database [10]. It

also offers, on large data networks, an SQLIA discovery and blockchain environment.
Il. Proposed system

The proposed detection model may report vulnerabilities in web applications. As a result,
this model can reduce the likelihood that SQLIA will launch in your web application. Machine
learning with SVM algorithms is used to prevent SQLIA runtime monitoring. The solution
behind this technique is to detect and prevent SQLIA outages when the home page of each

application is transferred to a test page as shown in Figure 1.
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Figure 1: Proposed architecture
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Straight lines and straight-line sections are created by sharing SVM sections in one pass. SVM is
based on maximum margin and linear discriminant, similar to a probabilistic approach, but
without considering the dependencies between qualities. The basic idea of the SVM classifier is
to use this approach, i.e. select the bridge plane with the largest edges, as shown in Figure 2.
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Figure 2: Proposed SVM classifier architecture

Training classifiers used in designing predictive analytics web applications using the level of
training data. Attack signatures take the form of SQLIA tokens and SQLIA positive symbols at
injection points, but a legitimate web request will take the form of data that the application
expects. The vector of training data defined as a matrix or dictionary keyword property (SQLIA
negative) and a SQL token (SQLIA positive). The SVM will identify this malicious expression

when a user invites a new technique by matching it with a minimum amount of syntax
A. Upload Datasets

Datasets used to predict and accuracy for a model which will be built for solving real world
problem by viewing, training, testing the data. These Datasets will give past and updated data of

models which also help in building predictive Artificial Intelligence projects shown in Figure 3.
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Figure 3: Upload datasets using SQL

2.2 UML Diagrams

The skin will appear on the case diagram after finishing the first task as shown in Figure 4 (a)

and (b).

The object of the use scenario can, in short, be determined as follows:

Used to assemble a system's prerequisites.

Used to create the appearance of the device.

The relationship between requirements is indicated.

System Recognition of external and internal factors influencing the system.
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Figure 4: Use case diagram of user and admin role

Sequence outlines are utilized to catch the dynamic nature yet from an alternate point.
The motivation behind the Sequence diagram is to catch the dynamic conduct just as the
message stream of a framework and portray the auxiliary association and communication

among objects as appeared in Figure 5.
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Figure 5: Sequence diagram of the interaction between user and admin

A function can be defined as a function of a system. Consequently, the control flow is
transferred from one function to another. This stream may be continuous, branched, or
simultaneous. Functional diagrams cover all types of flow control using various

components, such as a fork and a hitch. This function is a specific function of the system.
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Message flow from one activity to another is not displayed. Functional diagrams are

sometimes considered block diagrams. Although the diagrams look like a block diagram,

it is not. As shown in Figure 6, it shows different flows in parallel, branched, at the same

time and simply.
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Figure 6: Activity diagram of attack analysis

IV Result Analysis

Start the Tomcat server and type localhost: 9595 in the browser link will provide the server as

shown in Figure 7. Initiate the SQL injection to prevent the query from attack as shown in Figure

8.
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Figure 7: Activating Tomcat server through localhost
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SQL Injection

Figure 8: Initiate the SQL Injection

Admin and user have a login page to register and login as shown in Figure 9. And after login into

the system, the admin can securely upload datasets as shown in Figure 10.

& = -

B v e+ |4 i

— « L

O Nvlont Machzae Lsrg Pmetne Sewd s o 8L beten
Mtk Tvaction seel Preverten

Figure 10: Admin upload the data sets securely

Admin can train the dataset based on machine learning predictive analysis using SQL Injection
as shown in Figure 11. And finally, the validation screen to check the attack detection is shown
in Figure 12.
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Figure 12: SQL query validation check screen

Test Cases

Test Case 1

Test Case Name Checking an empty login field.

On the login screen, if the Username and Password fields are

Description
blank.

Output When entering the system, a warning window is not displayed
asking for a username and password.

Test Case 2

Test Case Name Check input fields

Description The unique login and password are set by the administrator. If
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you enter an invalid username or password.

Alert Box Login does not show username or password as

invalid.

The current android application is developed using XML, Java, SQL with Firebase connectivity.

It can be used by every individual who is in a need of fulfilling their household services. At the

time of submitting this application was capable of doing the following:

Displaying the home screen with different fragments.

Authentication of the user by using a login screen using Firebase.

Home screen to display based on user or service provider.

After the successful login of the user, they can choose the service and book a slot of their
particular service provider from the displayed list.

Add, update, view, and delete the user details.

After the successful login of the service provider, they can view all the bookings that are
booked by the users and can attend them one by one.

The service provider can also set his preferences to not available if he's too busy or many
users had already booked him.

The service provider can change their particular radius of location for servicing.

He can set up to 10 km radius.

Logout and end the session.

Understanding the connections of the SQLite Database is a tricky part and confusing
when dealing with multiple tables within a database.

Making exact orientation API design levels was a difficult task as there are many types of
devices like desktop, tablet, mobile with varying screen sizes, and resolutions.

Implementing synchronization with Firebase was a challenging task.

V. Conclusion and Future enhancement

In this study, we demonstrated predictive analysis with good results that can be evaluated

empirically in the above mixing matrix and ROC chart to detect and prevent SQLIA in a big data

environment. When standardizing this thesis compared with the current thesis, the methodology

proposed here works in an environment containing a large amount of data, which is not enough
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in current studies, according to the knowledge of SQLIA. Future research will include the use of

a multiclass classifier to define and group various types of SQLIA, as intended.
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