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Abstract

Steganography is defined as the knack and science of communicating in a secret
way which hides some information on the existence of communication. A steganographic
model helps to hide or embed the sender’s secret message in an image known as carrier.
For a normal view, it does not give a clue about the existence of a secret message in it. An
image can be in any format which is used as a carrier. The sender’s message is covered in
this carrier image. The carrier is transmitted in which the message (image) is hidden. In
the proposed system Zigzag coded Stenography is introduced. In the proposed scheme the
image is first preprocessed using MATLAB software, Image information is converted into
the grayscale format and then Binary conversion is done, after applying DCT the image is
further split into multiple palettes. The preprocessed data is then provided with the
stenographic step with key generation by the VLSI system and then transmitted through
the channel. The reverse operation then retrieves the original information by applying
IDCT and also removing noise. The proposed Zigzag coded algorithm will have a high
embedding rate and embedding payload capacity, less computational complexity and at the
same time maintaining the high stego-image quality compared to the existing works.

Keywords - Image Steganography, Stego-image, Discrete Wavelet Transform, FPGA, Zig
Zag code.

1. INTRODUCTION

Secured means of transmission of the digital information is to be maintained when highly
sensitive and precious data are communicated over the internet. The process of hiding
information in any embedding medium such as images in any format, audio files and video
files in any format and text files is known steganography. The term steganography is defined
as “covered writing” which is derived from the Greek words “Stegos” & “grafia”. The basic
three elements of steganography system are the cover object, the secret message and the stego
object. An image is always represented as a digital image in the form of a 2-D matrix
representing colour intensities as each grid point known as a pixel. In the grayscale model,
images require 8 bit for representation. For the representation of coloured images, 24 bits are
required. This colour model representation is known as the RGB model. The methods for
concealing data in an image are classified as Time and Frequency Domain. If the secret data
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is embedded in the least significant bit (LSB) of image pixel then it is time domain. The
fundamental LSB technique is easy for execution but it is fragile against few attacks like low
pass filtering and compression. If the secret data is inserted in the frequency coefficients of
images it is known as frequency domain. The frequency-domain insertion overcomes the
difficulties and limitations in the time domain. Steg-analysis is the method of sensing
concealed information. This method is carriedout by cresting using steganography. Steg-
analysis examines various image features by comparing coverimage with stego-images and
identifies stego-images. In recent days, various steganography techniques are developed and
implemented in the FPGA. Implementation in FPGA provides optimization,
reconfigurability, quick response. It is well suited for the image processing applications.

2. LITERATURE SURVEY

1. The methods suggested by Abbas Cheddad et.al. provide details about Digital Image
Steganography in which survey and analysis are carriedout. This paper provides a state-of-
the-art review and analysis of the different existing methods of steganography. It also
suggests some common standards and guidelines to implement steganography. This paper is
concluded with some recommendations and advocates for the object-oriented embedding
mechanism.

2. The paper authored by E.A Elshazly provides the generalized exploiting modification
direction (GEMD) steganography algorithm and it is an enhancement of the exploiting
modification direction (EMD) algorithm which hides a high payload capacity but the quality
of the stego-image is maintained.

3. Larged embedding capacity and imperceptible stego-images by adaptive least-
significant bit (LSB) steganographic method using pixel-value differencing (PVD) was
proposed by Cheng- Hsing Yang and Chi-Yao Weng.

4. An improvement of EMD embedding method for large payloads by pixel segmentation
strategy by Chin- Feng Lee and Chin-Chen Chang, this paper provides data hiding method
using pixel segmentation strategy is used which keeps (16-Pm) MSBs of a pixel pair
unchanged and alters Pm LSBs to indicate the virtual modifications on m-dimensional pseudo
random vectors for carrying the secret data.

3. OBJECTIVE

The objective of this paper is to propose an enhanced algorithm i.e. modified and efficient
Zigzag coded algorithm to implement steganography. The method will have high embedding
rate, high embedding payload capacity, less computational complexity. The results are to be
obtained with high stego-image quality compared to the existing work. It also aims at arriving
better signal to noise ratio compared to the previous work.

4. EXISTING SYSTEM

A developed GEMD image steganography algorithm is proposed in this paper. This
algorithm was implemented by on an improved and modified Pixel Segmentation Strategy
with Indicator Bit (PSS-1B). The proposed algorithm overcomes the limitations of the
previous EMD algorithms. The proposed algorithm is implemented in two phases. In phase-
lan embedding procedure is adopted. In phase-2 extracting procedure is carried out. In phase-
1 of embedding procedure, the proposed algorithm segments each block of pixels of the cover
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image into VCA, IB and VMA. The VCA vector of each pixel of the block is kept
unchanged, the IB is flipped if required and the VMA vector is modified. The proposed
algorithm assigns the overall VCA vector (the vector that contains the VCA of each pixel of
the block) and generates “n” vectors to carry the secret text, where n = LVMA-1, and LVMA
is the length of overall VMA vector. In phase-2 of the extracting procedure, the embedded
data is extracted from the stego-image pixels.

5. BLOCK DIAGRAM OF PROPOSED STEGANOGRAPHY PROCESS
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Figure No. 1: Block diagram of Zig -zag coded image steganography

The figure 1. shows the block diagram of the the proposed zig-zag coded image
steganography process. The input image is preprocessed and given to a Discrete Cosine
Transform block. These methods are simulated in MATLAB. The steganography architecture
and zig-zag code and key generation process are done in FPGA. Thus the data is transmitted.
On the receiver side, with the help of retrieving key the data is retrived and reconstructed
using the Inverse Discrete Cosine Transform in MATLAB. The entire process is carriedout in
four modules.

6. Proposed System

Module 1: Design of Image Preprocessing
In image processing there are various transform domain techniques available. Some of
them are as follows.

1. Discrete Cosine Transform (DCT)
2. Discrete Wavelet Transform (DWT)
3. Fast Fourier Transform (FFT)

Using these techniques information can be hidden in transform coefficients to the cover
images. This method makes steganography system much more robust against attacks such as
compression, filtering, e.t.c [12] [13]. Discrete Wavelet Transform is the most widely used
compression technique in image steganography. At every decomposition, the level is high.
This module consists of image preprocessing and preparing. This module contains three
important steps to be adopted. The watermarking technique is combined along with the
steganography and it enhances the PSNR and provides better solution for the noise attack
further [14].
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e Converting into GRAYSCALE
e Apply DWT
e Split Image

In wavelet analysis, the Discrete Wavelet Transform (DWT) breaksup a signal into a
set of mutually orthogonal wavelet basis functions. These functions are spatially localized
hence they differ from sinusoidal basis functions, that is, nonzero over only part of the total
signal length. Moreover, wavelet capacities are enlarged, interpreted and scaled forms of a
typical capacity, known as the mother wavelet. Similar to the case in Fourier investigation,
the DWT is invertible, with the goal that the first sign can be totally recouped from its DWT
portrayal. Two of the most common are the Haar wavelets and the Daubechies set of
wavelets. It is important to note the following important properties:

1. Wavelet functions are spatially localized,

2. Wavelet functions are dilated, translated and scaled versions of a common mother wavelet;
and

3. Each set of wavelet functions forms an orthogonal set of basic functions DWT in one
dimension.
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Figure No.2: Binary and Gray conversion of the input images
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Figure No.3: Four levels of DWT Decomposition
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Module 2: ZIG ZAG coding

1. This module is the core of the entire work, which contains the steganography
operation such as generating the key using random generation using FPGA,
Stenograph the image data with a generated key and which will generate a new Code.
Further, the data is communicated through the channel.

2. The proposed steganography algorithm which is based on the proactive secret scheme
and generalized exploiting modification direction embedding method is implemented
in MATLAB using Simulink and Xilinx blocks. The implementation process is done
in three phases. Thus the image pre-processing and image post processing phases are
designed and simulated using MATLAB software and the proposed steganography
algorithm is implemented in FPGA.

Figure No. 5: Generation of 8- bit Pseudo Random Key

Module 3: Reconstruction

The Reconstruction and Receiver part get the encrypted data and reconstruct the original
image by removing the Steganography content in the image. It will check the SNR after
receiving if the SNR is less than the original image is retrieved.
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Figure No.6: Ref:o{}éring prbcess for obtaining the original images
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Figure No. 7: Retrieved the original input image and cover image

Module 4: Peak Signal to Noise Ratio (PSNR)
Signal to noise ratio is an error metric which is used to compare the quality of the
images. The gquantitative measure of the performance for restoration of image are measured in

terms of Peak Signal to Noise Ratio.
2

PSNR = 10log,, —— (6.1)

R is the maximum variation in the input image data type. For example, if the input image
has a double-precision floating-point data type, then R is 1. If it has an 8-bit unsigned integer
data type, R is 255.

Mean Square Error (MSE)
The Mean Squared Error (MSE) is estimated by the average of the squares of the errors
that is, the average squared difference between the attribute which is to be estimated and the
estimator.

_ ZM,N[Il (m,n) — I,(m, n)J?

MSE
M X N

(6.2)

Tkr)mte _hisgogram of the input and the retrieved image is shown below. A SNR of 44.47 db is
obtained.
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Figure No.8: Histogram of the input and the retrieved images

7. CONCLUSION

The efficient and reliable FPGA based steganographic system using Zig-zag algorithm is
discussed in this paper. FPGA are reconfigurable, flexible and physically secured devices
with high computational capabilities and offer a fast design cycle. It helps to solve all
complex problems in terms of both security and processing speed.
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Zig-zag coded algorithm has been used to perform steganography which will have good
embedding rate, less computational complexity and keeping high stego-image quality
compared to the existing works referred. The signal to noise ratio of 44.47 dB is obtained.

The hardware implementation based on various spatial and transforms domain techniques
to develop the robustness, reconstruction of image with good quality and performance as well
as optimization of the processing speed and utilization of power.
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