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Abstract: Now a day’s providing security to the network is becoming a major challenge. Data is not
considered as safe which travelled across to network. Various threats like hacking, spyware, phishing,
spoofing, and snipping exist. This paper discussed various network threats. Various open-source tools
those are available to protect such types of attack. Tools like Acunetix, Intrusion prevention system
(IPS) have been discussed in this paper.
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I. INTRODUCTION

Network Security is a set of rules and configuration which is designed to protect Confidentiality, Integrity,
and Availability of the computer network. It is a protection of access to the files and directories in a
computer network against hackers or intruders to misused the data and also changed the data. The aim of
network security is to provide authentication to users. It provides protection against confidential data,
ensuring data integrity, and continuous service of data. There is another way to protect the data using the
Intrusion Prevention System (IPS). These systems continuously monitor the network, looking for
malicious incidents, and capturing the information.

Il. RELATED WORK
There are currently numerous of free tools available to conflict phishing and other web-predicted cheats,
detective tools, etc.

Nabanita Mandal and Sonali Jadhav [2], in recent years providing severity to the network in an open-
source has become a major challenge. Because information passing through the network is not safe.
Already various types of extortions have existed in the system like sniffing, hoaxing, and phishing.

In this paper, the authors presented some threats which are attacks on the network. Also, there are some
preventive techniques against such kind of issues. The author discussed various types of reconnaissance
commands, also security scanner, and preventive techniques in this article. All these commands run on the
Ubuntu operating system. In short, this article mainly focussed on such kind of commands, sniffing tools,
and firewalls to better understand the numerous threats, attacks, and susceptibilities within the network.

Himani Sharma, et al [7], described phishing is a kind attack in which phishers use spoofed emails and
malicious websites to thieves sensitive data of people. Now a day’s various types of security tools are
available to detect phishing, scams. This article, choose a total of eight detective tools for this study and
figure out which tool is better. For this scanning, the author uses a dataset to find the results. Each tool
was tested against the dataset that contains phishing and authenticates websites. The author conducted
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surveys among fifty students and concluded that most of the internet users are unaware of such kinds of
attacks.

Inderjit Kaur, et al [9], nowadays the expansion of the network is growing fast with its acceptance. But it
is necessary to protect the network from the outside an attack. There is one of the techniques to observe
the online data known as packet sniffing. There are numerous sniffing tools are available to monitor the
information like Wireshark, Tcpdump, Nmap, Zenmap, Capsa, and many more.

In this article, authors mainly focussed on various sniffing tools with their analysing capacity to capture
the network traffic within a network. Few of them are used only for capturing the information without
investigating the traffic. So, authors finally conclude that some tools are used for intrusion detection and
few are used for pen-testing.

I1l. NETWORK ACCOUNTABILITY
It is a weakness which can be exploited by an intruder to perform malicious actions within a computer
system. It can be any type like Bugs, weak passwords, missing data encryption, missing authorization.

To attack a particular machine, the first step is Reconnaissance. It means observation about the victim. It
can be active or passive. In active type attacker engages with the targeted system to collect information
about vulnerabilities. In passive type attacker to gain information about the targeted system without
actively engaging with the systems. The commands are mainly ipconfig, netstat, netsh, and snort.

Fig.1 shows ipconfig command which is used for reconnaissance.

& Command Prompt - 0 X

s\sdsmyipconfig

indows IP Configuration

ireless LAV adapter Wi-Fi:

5 Suffix .

Subnet Mas
Default Gateway . .. ......:10

Fthernet adapter Bluetooth Network Connection:

Fig.1 ipconfig command
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Fig.2 shows netstat command which is used for detailed information about system and also with other
computer which is connected via network.

B8 Command Prompt - 0 X

Fig. 2 netstat command

Fig .3 shows netsh command which is used to display or modify the network configuration of a computer
that is currently running.

Fig.3 netsh command

Fig.4 shows snort command. Snort is used to read IP packets , logs th IP packets and also used as Intrusion
Prevention System.

Fig.4 snort command
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To prevent active reconnaisance, an intrusion prevention system along with a firewall is used. This
combination helps to detect this type of attack. In passive reconnaisance there is no direct communication
with client. It just gathered information without knowing to clients.

IV. SCANNING THE NETWORK

Network scanning is used to gather information of the computer system. It is mainly used for security
evaluation, maintenance of system, and also performing attacks by an intruder. It evaluated the target
host’s also filtering system between user and targeted hosts. It scans port as well as the vulnerability of the
computing system.

In this paper, we were used Acunetix as a vulnerable scanning tool. It is used to scan web applications.
This tool is available on Windows, Linux operating system as well as online service. Fig.5 shows scanning
windows of acunetix tool.

acunetix o #

HIGH

29 1,294 129ms 54

Fig. 5 scanning progress

Fig . 6 shows the vulnerability report. In this scanning, we used a sample website to test the data. In that,
we found total 20 of vulnerabilities in which 17 are high severity vulnerabilities found and 3 are medium
vulnerabilities.

acunetix o P

Fig.6 vulnerability report
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acunetix sz 9§

ss site scripting (verified

Fig.7 Report of a single vulnerability

V. INTRUSION PREVENTION SYSTEM

Intrusion Prevention System (IPS) is a software or device to detect or prevent malicious threats. It
continuously observed your network, looking for possible malicious activity and collect their information.
IPS directly sits behind the firewall and communication path between source and destination. It analyzes
the traffic and takes actions on all traffic flows that enter into the network. It is also called a Intrusion
detection prevention system.

It sending an alarm to the administrator, dropping the malicious packets, block the traffic, and also reset
the connection. Intrusion Prevention system is found in four different ways.

1) Network—based: This is used to protect our computer network. It reads all incoming packets and finds
suspicious patterns and notifying administrators. It detects suspicious activity such as a denial of
service attack, port scan, etc.

2) Wireless: Which protect the wireless network. It monitors network performance and also discovers
access points with its configuration.

3) Network behaviour: It analyses and monitors the network system and generates alerts.

4) Host-based: It comes as installed software to protect a single computer. For example snort, Suricata,
malware defender.

V1. Comparison

Command /Tool Purpose
Ipconfig reconnaissance
Netstat reconnaissance
Netsh reconnaissance
Snort Packet sniffer
Acunetix Web scanning

Table 1. Security tools and their purpose
The table | shows the tools with respect to their purpose that is used in this research.

It can be observed that all the commands like ipconfig, netstat netsh acts as a reconnaissance. It means
information- gathering tools. The command like snort is used as a packet sniffer. This is also used as
intrusion prevention system. Tools like Acunetix work as web scanning.
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VII. CONCLUSION

Now a day’s security in the network is a major Issue. In the market many security tools are available to
protect the data but still, data transmitted over the network is not safe. In this paper section Il and IV
gives the details of commands and security tool that provides scanning and reconnaissance of the system.
Section V gives the details of the intrusion prevention system to understand the risk, attacks, and
accountability of the network.
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