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Abstract: Present process of ATM has a lot of fraud malicious money transactions and thefts that are 

occurred by lack of privacy protection. Through introducing false impression PIN, a PIN-based 

confirmation mechanism that runs on touch screen computers, users fix the issue of shoulder surfing 

attacks on authentication schemes. PIN uses the hybrid picture method to combine two keys of opposite 

numerical order such that the button-closer can use one keyboard to reach the Lock, while the intruder 

from a larger distance is staring at the computer so only the other keyboard is available. The client 

keyboard is mixed in each effort at authentication because the aggressor can save the pressed digit spatial 

understanding. Because of the reliability of the Illusion PIN and the creation of an algorithm focused on 

human visual interpretation, the analyst can't read the key virtually unlikely to pick up the PIN of a Mobile 

consumer while an IPIN is used by the surveillance camera. The OTP authorization method is also 

incorporated in the new scheme. This increases the protection related to the computer ATM system 

keyboard. The idea of ATM security, including OTP authentication, was then suggested. 
 

1. INTRODUCTION 

There are several security systems for clients for various reasons. Our emphasis in present paper is based on 

the authentication regimes dependent on personal identification number (PIN). Authentications systems 

depend on PIN are widely deployed. PIN-based passwords are commonly embraced or used depending on 

their convenience and sophistication. They have a short password field, just digits 0 to 9. They are simple. 

The length of the password is usually four to six digits. The error rate is also small as there is a restricted 

password space and the shorter password length. From the security standpoint review of PIN authentication 

schemes shows that their usability adversely affects their reliability. Increasing types of PIN entry are open 

for different kinds of assaults, including spontaneous guessing and shoulder surfing. The number of failed 

login attempts can be limited to a minimum amount, such as 3, 4 or 5 to reduce the chance of a brute force 

attack. However, the shoulder surfing assault remains a big obstacle for numerous authentication systems that 

have to be fully neutralized. Shoulder surfing is a virtual application to obtain details, such as Click, 

passwords and other sensitive knowledge while gazing over the shoulder of the perpetrator. A very typical 

example of a shoulder surf assault is an individual in the line of an ATM system standing immediately behind 

a machine. The attacker will quickly search over a person's shoulder for a PIN or password to rob. This is also 
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true for someone who enters his PIN or password in a crowded subway and public place while unlocking his 

mobile phone. The concealed cameras and tracking systems will even enable a shoulder navigator to snatch a 

user's PIN or password. This work is motivated by the development of a PIN entry system to increase 

resistance to shoulder surfing attack and improve user safety and comfort. The reality that shoulder wave 

attacks occur is well known, but the consumer is not taken seriously. Shoulder surfing is a matter of concern, 

because consumers have just one pin code in several instances, which is used frequently and for different 

purposes. A new graphical pin entry system has been proposed by the paper user which provides resistance to 

human shoulder surfing and, to some extent, to recording based shoulder surfing attacks. Lee mentioned that a 

shoulder surf attack based on recording cannot be catered for until some of the information is not hidden from 

the attacker in the login process. In order to alleviate a shoulder surfing attack, the user can use secondary 

channels. But on the channel because the usability of the day system will be reduced. In our scheme and a 

consumer report, our scheme has demonstrated that protection and usability are fairly matched. 

 

2. PROFILE BASED PERSONALIZATION 

Proposed a PIN-based solution immune to a small degree to shoulder surf assault. Two black and white color 

keys are used to separate the keypad. The color is randomly distributed. The user enters a key with the same 

color as the set, depending on the number belonging to the PIN under verification. In order to enter one single 

digit, it requires four rounds of PIN input and similarly sixteen rounds of PIN input are needed for a four-digit 

PIN code. Two out of three versions of this authentication scheme are not capable of capturing a shoulder surf 

attack. If the intruder has more than one authentication method information Shi et al introduced an alternative 

PIN-based authentication method. The designer's scheme shows a set of co-centered spinning wheels L 

(number of digits present in the password), which are also divided into 10 sections. Increasing sector is 

uniformly defined by a numerical digit from 0 to 9, and every digit is displayed in each circle exactly once. 

Either clockwise or counterclockwise, circles may be rotated. To access the Slot, all Slot numbers must be 

arranged into the appropriate series in one line. 

3. SYSTEM ARCHITECTURE 

 

 
Fig 1.  Architecture diagram 
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The user first registers the account and admin generate the random 4 digit pin then the user was enter the pin 

the keyboard was shuffled and the user receive the OTP from mail and enter the OTP finally the user see our 

transaction 

Stagno PIN is an indirect pin input system designed to react to challenges through a user interface. The 

Stagno PIN design comprises of two keys. The first is a standard and open keyboard, the second is a random 

keyboard hidden from the opponent. The user will hide the view from the attacker by using one of his hands. 

Every digit on the secret keyboard will be tested by the user and the correct digit on the open key box will be 

inserted. A new pin is then inserted against a set long-term pin for each login session on the accessible 

keypad. The latest button is called the "OTP" module.The consumer will secure the keypad by cupping it with 

one of his hands and entering with his other hand the PIN code on the open keyboard. When both hands are 

used simultaneously, a lot of unwanted physical effort is needed on behalf of the user. Illusion Button is 

another shoulder surfing denial Button-based authentication system. The authentication is based on the virtual 

keyboard principle the author has used the technique of hybrid picture to merge the pictures of two keypads 

with a consumer keyboard and a shoulder surfer's keyboard with multiple digits to create a single virtual 

keyboard hybrid picture. The author has taken the opinion that the target is still closer than the shoulder surfer 

to his phone. If the consumer searches from a shorter distance for the prototype keys, he can see the app 

keypad.While the surfer on the shoulder looks at the keyboard from a distance away and sees another 

keyboard, the shoulder surfer keypad. In addition, every authentication attempt changes the digits of the user 

keypad, so that the shoulder surfer is not able to track the user keypad's spatial arrangement. The author 

assumed that a shoulder navigator stands at a distance from the user display, which is not always true, with 

this authentication scheme. 

 

3.1 HOLDER ACCOUNT APPLICATION MODULE 

In this module the holder is going to create an account with some bank mandatory field, these fields are used 

in further upcoming process. This module is like a privilege form to get an action in bank service. 

 

3.2 ATM CARD AND ACCOUNT FORMULATION MODULE 

In this module is used to do formalities to get an ATM card like an ATM card Request. The holder’s Account 

Number and pin number are sending to our E-mail, through the save our time because now a days the account 

holders are wasting the time to complete their initial process. 

 

3.3. ACCOUNT HOLDER INFO UPDATING MODULE 

In this module Update the user’s detail when he needs, the ATM card are supposed to lose in that time the 

going to give new ATM card Request and we update the Pin detail in that particular Holders. 

 

3.4 ATM TRANSACTION BY SHUFFLING KEY PAD MODULE 

In this module get the input like a pin number through the ATM keypad, Actually our Application Provide the 

keypad number are changing in dynamically so the hacker cant able to hack the pin Number. 

 

3.5 VIEW HOLDER LAST LITTLE TRANSACTION 
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In this module is used to provide the last few transactions are made in those particular domain users. This 

transaction detail consists of transaction amount, Area of ATM, Transaction Time and Date Details 

4. PROPOSED SYSTEM 

Shouldering involves eavesdropping confidential details by inspection such as an alphanumeric password or a 

Lock. A typical example is an enemy who stands behind an ATM machine in a line and looks over the 

shoulder or 'surf' to gain information about his PIN. In this scenario, while in their vicinity, the attacker 

observes a person. However, by using recorded information gathered purposely or even accidentally, the 

intruder can track others remotely. For  

Example: Accidental recording of shoulder surf equipment may result from a surveillance camera that caught 

an individual in order to open their phones in a shop or on the workplace when entering their authentication 

credentials. Systems of authentication that are not observationally robust are susceptible to shoulder surfing. 

Any sensory details, like the button flickering when pushed, or even the sticky mark left from the fingertips 

on the touch screen can be noticed. The shoulder surf is especially a great threat to PIN authentication since 

an outsider can track the PIN authentication cycle fairly quickly. 

In these cases, it becomes safer for an intruder to stand next to the victim while avoiding detection. Shoulder-

surfing becomes simpler. 

 

5. IMPLEMENTATION 

 
Fig 2. A graphical pin entry home page to login and registration 

User to register and login the account page. 

 

 
Fig 3. Registration form 

The new user to register our basic details. 
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Fig 4. User authentication login page 

The user already registers the form then the user directly to login the page. 

 
Fig 5. User pin generation page 

The admin to generate the 4-digit pin for user. 

 
Fig 6. Enter your secure pin entry screen 

The user to enter the 4-digit pin for sufflekeybad. 

 

6. CONCLUSION 

The key goal of our research was to build a PIN authentication device immune to shoulder surfing assaults. 

To this end we generated Illusion Ring. By adding the concept of protection space, which we calculated using 

a visibility algorithm, we quantified the degree of resistance. We required a simple description of the 

functioning of the human visual system in the sense of the visibility algorithm. The user made a number of 

simplifying assumptions in this phase which restrict the accuracy of our calculations. The clearest example is 

the pinhole camera model we used to illustrate the phase in which the picture was created. The visual 

algorithm forms the core of our research and we want to explore how the exposure of pictures other than 

hybrid keyboards can be evaluated. The visibility algorithm is used to calculate distortion between the 2 

artifacts by using the MSSIM table. 
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