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Abstract:

Our main objective is to detect the speech forgery that is formed by framing sentences. These
sentences can act as a crucial evidence in courts and in audio forensics and in NLP. In this
these sentences are formed with the help of Telugu alphabets which are audio recorded. The
alphabets act as a source and basics to form these sentences. The procedure of forming these
sentences is as follows from alphabets to words and words to sentences by concatenation. After
forming these sentences with help of MFCC which is feature extraction technique used in
audio and speech data extraction. After the extraction we are using dynamic time warping
technique to estimate the forgery in the audio which is formed from framing sentences. This
forgery detection of framed sentences can be further be used in many ways such as in NLP
and speech to text conversion applications in audio forensics and some of the new generation
applications. The proposed method is able to differentiate the forgery by comparison from
original and forged frame sentences. This is done and implemented with help of MatLab tool.
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INTRODUCTION

Audio and Speech recordings are used widely as a digital evidence in the courts and audio
forensics [1] very abundantly now-a-days. Technology is increasing very much that forging of
the audio is very simple now-a-days with help of simple software tools which are available. Even
though with help of technology many methods and techniques have been developed to detect this
forgery in the audio but due to some powerful post processing algorithms the detection is not
very efficient compared to what we have at present. Even though good number of detections
have been done with what we have actually, this research is our continuation of our previous
work which is copy and move detection in audio recordings[1]. There are many other techniques
which are present like audio splicing, image copy and move detection [2], audio tampering
detection [3], audio compression devices etc. These things have gained a lot of attention towards
forensics that are working towards forgery detection. Many discoveries have made mentioned as
above that has made many researchers enthusiastic towards them. However only few techniques
and methods have been published in the scientific research work. As we already mentioned this
is our continuation to our previous work. we have come up with another interesting detection
technique that will be very useful in forgery detection methods. One of its challenging issue is
that to find its strong features so our method may be robust against several methods and
techniques Also, to obtain the maximum output with minimum error so that it is very helpful in
detecting the forgery very accurately. The biomedical signals analysis can be better performed
when good features extracted from the signals[2,3] As speech is not as stationary signal, it needs
extract the features by windowing the signal. In much speech processing researches temporal
features [4]. Auditory features, like MFCC features [5], pitch chroma[6], spectral flux[7] and
tonal power ratio[8] were the feature sets. To classify the pattern of signals for a particular
application, classification techniques need to be used. There are many different such techniques
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are reported for different applications [9-12]. Based on the data acquisition method a signal de-
noising may also be incorporated [13-16]. Transform techniques are useful to obtain the
enhanced image in the application like MRI and CT and various assessable analyses are reported
on the MRI and CT image [17-19]. Basing on the pitch and LPC based formants, the deviations
in the speech segments can be traced [20] The rules package of dynamic time warping (DTW) is
implemented to measure the differences between each pitch series and process of formation.

LITERATURE SURVEY

Speech Forgeryin Telugu Audio Recordings.

In this part we are going to discuss about the speech forgery detection and some of the methods
in detection and analyse the features obtained from the process. The methodology is as follows.

features of Speech forgery in Audio

Speech forgery identification is a normally utilized strategy to produce advanced sound
chronicles. Any individual can without much of a stretch control the sound chronicle just by
replicating the fragment of a sound at one position and sticking a similar portion in other
position. The portion of one sound can be glued in the different other sound documents through
assistance of numerous product's accessible on the planet. Moreover, with assistance of ground-
breaking post-preparing procedures like including commotion in the fragments, inspecting,
guantization, separating, packing and so on it is hard to track down or follow the sound sections.

a) Amplitude and frequency framed sentence

Zero Crossing Rate

We for the most part utilize zero intersection recurrence in sound acknowledgment and
recuperation of music data, which is primary component for arranging percussive sounds. It is
the recurrence at which the sign changes from positive to neutral and again from neutral to
negative. We can utilize this as a pitch recognition technique and voice identification technique
for example, regardless of whether the sound is created by human or machine.
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b) Zero crossing rate of the framed sentence

B. MFCC

In sound hearing, we generally use this MFC (cephalic recurrence coefficients) as a transient
force scope of a sound. MFCCs are just cephalic coefficients of mel recurrence that are coming
about as a result of the cephalic depiction of a sound fasten. The qualification between the
cepstrum and the cepstrum of the mel repeat is that in the MFC, the repeat bunches are
equidistant on the mel scale, which is closer to the response of the human sound-related system
diverged from the legitimately scattered repeat bunches used in the conventional hedgehog. This
contortion in repeat it can allow an depiction of the sound, for example in sound weight we use
this methodology. These coefficients turn the whole sound sign into shorter edges. We are going
to calculate the power spectrum for each and every cell frame that is present in the audio and
remove the unvoiced data by using mel filter bank.
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¢) MFCC extraction of the framed sentence

COLLECTION OF DATA

The collection of data is an important process which decides the whole project. Our team has
gathered the data samples of the Telugu alphabets recordings which are of 56 characters using
cell recorder through-out the process maintain a bit rate of 150kb/sec in a noiseless and closed
environment. Our team also collected the original voice of the speaker to identify the authenticity
between original and framed sentences. We have also taken precaution of pre-processing the
obtained data so that any noise present in the audio may be detected and removed. We have also
applied feature extraction methods to the following data.

METHODOLOGY

In this Research project we are using agile method to detect the speech forgery that is done in
speech segments. In this we are primarily using feature extraction technigques to extract the
features from the audio recordings. Some of the feature extraction methods used in our project
are Zero crossing rate and MFC (melcepstrum coefficients). After the extraction of the features
we will be using DTW algorithm to mathematically calculate the distances and cepstrum
frequencies of original and framed sentences. Then after computation of all the features we will
classify the forged framed sentences.

Digital Andio is Forgery
or tampered
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D) Flow chart for the given methodology.

4.1. Extracting the feature’s in the audio recording’s

In this segment we will be discussing about the extraction methodology. We will be extracting
data samples which are nothing but features from the audio recording by using zero crossing rate
and MFCC. We will be using both the features and compute the feature similarity between them
s0, that we could obtain the unique features present in both. The more the features the better the
result will be obtained. The zero crossing rate values helps us in such a way that which are
present between neutral and negative can be neglected as there will be no audio and it will be
stationary.

We will use the MFCC which are mel-frequency coefficients. The coeffcients obtained from the
process helps us in calculating the variance and standard deviation from the power spectrum of
the audio. This method is done to multiple samples and each and every features are unique in
their respective way.

4.2. Similarities of feature extraction and dynamic time warping

The features obtained from the MFCC and ZCR are further given to DTW. The features are
separated and each feature is computed individually and the obtained results are stored
separately. DTW is a kind of algorithm which measures or computes the distances between two
data sequences. The distance as a final result will help us to classify between framed sentences
and original sentences.

RESULTS AND DISCUSSIONS

The DTW is a kind of algorithm which helps to measures the equidistance between two or more
Subsequent data samples and classify into them. In this we have considered the distance between
original and forged speech that is formed from framed segments and between framed-framed
audio and original-original audio as shown in table.

DTW DISTANCE VALUES AND MAXIMUM DIFFERENCE IN FRAMED SENTENCES

DTW distance M M \Y M N N N M N M
values F F F F F F F F F F
C C C C c e C C g C
4
1 2 3 5 6 7 8 9 1
0
Distance 0 0 0 0 0 0 0 0 0 0
between two . . . . . . . . .
Original 0 0 0 0 0 0 0 0 0 0
segments 3 1 6 9 5 1 7 3 2 7
7 6 2 9 7 9 4 0 7 5
4 9 9 7 9 9 7 8 4 5
8 1 2
Distance 0 0 0 0 0 0 0 2 0 0
between . . . . . . . 2 .
original and 2 2 3 1 2 1 1 . 4 3
framed 2 4 5 4 9 7 5 6 7 0
segments 7 0 1 0 1 0 3 2 4 1
0 2 8 8 3 5 0 4 0 6
3 8
Distance 0 0 0 0 0 0 0 1 0 0
between two . . .
framed 1 0 0 0 1 1 1 1 1 0
segments 6 7 1 4 0 3 1 4 4 7
6 0 8 7 4 1 4 8 0 0
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A. Computing using dynamic time Warping

As we can see that the obtained features from the MFCC and ZCR are taken into consideration
and DTW is applied to those features. From the table it is vivid that the distance between two
original audio segments is more than the distance between two framed audio recordings. If we
compare the results it is as follows the distance between original to framed audio recordings is
much more than any other as per shown in the table. The maximum difference is taken into
consideration as we can see clearly. The DTW algorithm really helped us in working with data
and is efficient in some way.

CONCLUSION

In the current project, we have already projected and investigated the speech forgery detection of
framed sentences. The experimental and theoreticalresults had made us to move towards our
method with help of the features which are extracted from the data using MFC and ZCR. The
DTW method helped in calculating the remoteness and nearness between framed and original.
Our proposed method can be effective and smoothly used in detecting and classifying whether
the speech segment which has been done is framed for forgery or not based on the experimental
analysis. However, the proposed method may have some limits, in the future work, in order to
advance the accuracy of the detection even when the forgery is made with some of the powerful
detection hiding techniques which are used in the audio recordings that can prevent the change in
pitch and formant levels and regularize the data. The method which we have proposed may not
get accuracy under such conditions but, considering it as a initial step towards our project we can
improve our methodology and indulge new techniques to the above process so that its accuracy
can be improved under such conditions in our future work.
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