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ABSTRACT _ Cloud is used in various fields like industry, military, college,
etc. for various services and storage of huge amount of data. Data stored in this
cloud can be accessed or retrieved on the users request without direct access to
the server computer. But the major concern regarding storage of data online that
is on the cloud is the Security. This Security concern can be solved using various
ways, the most commonly used techniques are cryptography and steganography.
But sometimes a single technique or algorithm alone cannot provide high-level
security. So we have introduces a new security mechanism that uses a
combination of multiple cryptographic algorithms of symmetrickey and
steganography. In this proposed system 3DES (Triple Data Encryption
Standard), RC6 (Rivest Cipher 6) and AES (Advanced Encryption Standard)
algorithms are used to provide security to data. All the algorithms use 128-bit
keys. LSB steganography technique is used to securely store the key
information. Key information will contain the information regarding the
encrypted part of the file, the algorithm and the key for the algorithm. File

during encryption is split into three parts. These individual parts of the file will
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be encrypted using different encryption algorithm simultaneously with the help
of multithreading technique. The key information is inserted into an image using
the LSB technique. Our methodology guarantees better security and protection
of customer data by storing encrypted data on a single cloud server, using AES,
DES and RC6 algorithm.

Keyword— Cloud Computing and Storage, AES Algorithm, RSA Algorithm,
Blowfish Algorithm.

1.INTRODUCTION :

Cloud computing is originated from earlier large-scale distributed computing
technology. NIST defines cloud computing as a model for enabling convenient
on demand network access to a shared pool of configurable computing resources
( like network, storage, application and services) that can be quickly provisioned

and released with minimal management effort or service provider interaction.

In Cloud computing files and software are not fully contained on the user’s
application and Program are residing in provider premises. The cloud provider
can solve this problem by encryption the files by using encryption algorithm.
This paper presents a file security model to provide an efficient solution for the
basic problem of security in cloud environment. In this model, hybrid encryption
is used where files are encrypted by file splitting and RSA is used for the

secured communication between users and the servers.
2.LITERATURE SURVEY :

The above mentioned paper propose the way of splitting files into different parts
and then applying the hybrid cryptography for each part.

The method uses LSB steganography method for storing keys anduses
symmetric cryptographic algorithm for encryption and decryption.

3.PROPOSED SYSTEM :

In our system cloud owner upload the data on the cloud server .To enhance
security of file in cloud computing source file is break into different parts.

Every part of file is encrypt using encryption algorithm .Encrypted file is stored
on cloud database server .
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Cloud server contains only a single part of a particular file of any format
uploaded by user which ensures that if any attack take place no important data is
encrypted. The files that are selected for upload by the user will be encrypted
atthe client side before uploading and decrypted after the user downloaded it.
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Advantages:

. The stored image file is completely secured, as the file is being encrypted
not by just using one but three encryption algorithm which are AES, DES and
RC6.

. The key is also safe as it embeds the key in image using LSB.

. The system is very secure and robust in nature.

As in the above figure, the files that the user will upload on the cloud will be

encrypted with a user-specific key and store safely on the cloud.

1.User Registration

For accessing the services the user must first register yourselves. During the
registration process various data like Name , username, password, email id, the
phone number will be requested to enter. Using this data the server will produce
unique user-specific keys that will be used for the encryption and decryption

purpose. But this key will not be stored in the database instead it will be stored
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using the steganography algorithm in an image that will be used as the user’s

profile picture.

2. Uploading a File on Cloud

. When the user uploads a file on the cloud first it will be uploaded in a
temporary folder. Then user’s file will be split into N parts.

. These all parts of file will be encrypted using cryptographic algorithms.
Every part will use a different encryption algorithm.
. These all parts of file will be encrypted using different algorithms that are
AES, 3DES, RC6. The key to these algorithms will be retrieved from the
steganographic image created during the registration.

. After the split encryption, the file reassembled and stored in the user’s
specific folder. The original file is removed from the temporary folder.

. Then Combining all Encrypted Parts of file.

3. Download a File from the Cloud

. When the user requests a file to be downloaded first the file is split into N
parts.

. Then these parts of file will be decrypted using the same algorithms with
which they were encrypted. The key to the algorithms for the decryption process
will be retrieved from the steganographic image created during the registration.

. Then these parts will be re-combined to form a fully decrypted file.
. Then file will be sent to the user for download.
3.IMPLEMENTATION :

Another advantage of cloud storage could be additional security. The proposed
system aims to make the cloud storage system secure using data encryption.
Thus, the aim of the proposed system is to increase security of data uploaded

onto the cloud by using encryption algorithms to make the system more secure.
The system is designed such that it works in the following way:
The user signs in if already registered, or signs up to register themselves by

providing their details such as name, email id, phone number, password for
account etc.
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The user then selects the file that is to be uploaded by browsing from local
storage.

The user then selects the encryption algorithm that they want to use. The
proposed system provides the choice between using a combination of AES and
RSA or AES and Blowfish.

The selected file gets uploaded after getting encrypted using the selected
encryption algorithm combination.

The user also has the option of viewing the files that they have uploaded or have
access to and downloading them.

On selecting a file to download it, the user is sent the decryption key on their
email id that was entered on registration or sign-up. Using this key, the user can
download the decrypted or original file.

The system also provides a comparison with respect to security between the two
hybrid encryption algorithm combinations ie. AES and RSA hybrid
combination and AES and Blowfish combination.
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4.CONCLUSION :

The main aim of this system is to securely store and retrieve data on the cloud

that is only controlled by the owner of the data. Cloud storage issues of data
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security are solved using cryptography and steganography techniques. Data
security is achieved using RC6, 3DES and AES algorithm. Key information is
safely stored using LSB technique (Steganography). Less time is used for the
encryption and decryption process using multithreading technique. With the help
of the proposed security mechanism, we have accomplished better data integrity,
high security, low delay, authentication, and confidentiality. In the future we can
add public key cryptography to avoid any attacks during the transmission of the
data from the client to the server.
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