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Abstract:The aim of the paper is design and develop a smart mirror for security and home 

appliances.The present generation devices are built with smart capabilities. The 

intelligence is embedded in themto act wise in deployed environment. Mirrors are basically 

used in home for the purpose of grooming upor getting ready for the day. The same 

mirrors can be made to behave Smart to provide Security andcontrol home appliances in 

deployed environment.The proposed system is designed using Raspberry Pi, Camera, 

raspberry Pi compatible touch screen,microphone as major hardware components and 

Python for programming. The system can accept threemodes of input commands namely 

touch, Mobile commands and voice commands. Touch screencommands can be used 

whenever an administrator/owner is in front of the mirror. The mobile basedcontrols can 

be used when the administrator/owner of the mirror is away from the mirror. The 

voicecommands can be used whenever the person is busy in work. Basically, the work of 

smart mirror is todisplay date, time on it and to provide security with the help of camera 

which is inserted behind the smartmirror and can also operate house hold appliances using 

this smart mirror. The basic theme of theproposed model is that, to make use and control 

of household appliances and providing security. 
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1. INTRODUCTION 

The world around us is constantly changing. While the advancements in science and 

technology, we are moving towards a more automated way of life. We have smart cities, 

smart phones, smart cars, and more. With the advancement in technology, it is learnt that 

most of the equipment’s have become smart. The introduction of smart behavior in present 

devices have made them most admired and has increased their usability. This fast of life 

requires the development of smart mirror for security and home appliances. 

Further, the system proposed is interactive in nature, hence the user even while grooming 

up, can give voice commands, to get required and related information on screen, keeping 

his/her hand free. There are related products available in market, but the main difference lies 

in the usability of the product. The available products are mostly passive in nature with little 

interactivity. The present Smart mirrors designed so far are almost passive in nature. These 

systems can display the information on the screen. They have been designed mostly with 

Raspberry Pi, LCD (Liquid Crystal Display) or LED (Light Emitting Diodes) for information 

display. Few of them work on either voice-based commands or Touch Commands or Mobile 

device commands. Some of the systems are also designed for providing security using PIR 
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sensors. But the systems thus designed have more false alarm rate and sensing range is also 

exceptionally low. 

The proposed system is an interactive system which displays the date, time on the screen. 

The display can be customized based on the requirement. The system accepts any of the 

commands namely voice, touch and mobile control commands and behaves interactively. The 

proposed system can be controlled by any of these commands. Whenever security systems 

and household appliances are embedded into household devices like mirror, the usability of 

device will increase. It can be used for general use and for specific use like providing security 

in home environment. Usually, intruders and thieves look for security cameras. If they find 

cameras, they may destroy them and come to know that they were under security monitoring 

system. But for proposed system, intruder or thief will never come to know that he is under 

security observations. Normal Cameras will be visible to intruder, but Smart mirror which 

just looks like an ordinary mirror will not catch an attention of the intruder. Thus, the camera 

fitted on top of the Smart Mirror will capture the photo of an intruder and be able to send an 

alert of the intrusion without knowledge to the intruded. The intruder will never come to 

know that he is under constant surveillances. Home automation are mainly created using 

intelligent IOT devices, IOT is an integrated system of communicating devices in which each 

device can carry out tasks by themselves. Smart mirror for home automation has great 

potential to enhance user experience for accessing and interacting with information. This 

system is especially useful for physically challenged people, old people, and children. 

Everyone can easily access this system easily even while doing their daily chorus. This is one 

of the major advantages of the system. 

The proposed system does human identification for detecting the intrusion detection. Once 

the intruder comes under the range of camera, the intrusion detection takes place. The range 

of pi-camera which is compatible with raspberry pi is approximately 8m to 10m. Human 

detection is done. The Human presence thus detected is informed to owner of the Smart 

mirror through alert message. The alert message consists of photo of intruder along-with the 

time stamp of time. The Raspberry Pi is to be connected to Wi-Fi and mobile device must be 

connected to internet. 

 

2. LITERATURE REVIEW 

Several related works have been already taken up in this field. The smart mirrors proposed 

and implemented so far are having variety in terms of hardware and mode of operation. 

Mirrors capable of accepting voice command via the microphone are built with Raspberry Pi 

microcontroller, LCD or LED monitor and acrylic two-way mirror. It displays the weather, 

time, and location information on the screen. Some Smart mirrors are having MCU (Multi 

Control Unit) units, built with Raspberry Pi and can display weather and latest news updates 

on the screen. Sensors like Humidity and Temperature sensors used. Multimedia enabled 

Smart Mirrors are designed which accept voice commands make use of concepts of Artificial 

Intelligence. The designed System alerts about weather and capable of suggesting the user 

based on weather. The suggestions are displayed on the mirrors. Webpage based mirror are 

designed and are customizable. These accept voice commands and use ready APIs of website. 

Google Assistant is used here, and details of user are stored in the database. 

Some mirrors designed for health monitoring devices. These can be used to track weight 

and fitness of human being. Notable features of the system are Face Recognition, GPS 

navigation, Bluetooth Connectivity, and wireless communication. For improved 

communication SONUS technology is used. Hermione 1.0 is used for designing some 

mirrors. It is an extension of domestic mirror like a Magic Mirror. The voice-controlled 

system is used as a Home Assistant. Some systems are developed using Python and Java 
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script programming and tool such as Node.js. System is voice command based smart mirror. 

Some Smart Mirrors are Voice controlled, can display personalized date and information, and 

provide real-time update of news and headlines. Some systems use Raspberry Pi and 

SMT32F030CT8T6 microcontroller as controlling units. These are Voice controlled mirrors 

with special Speech Synthesis module being implemented using SYN6288 chip. 

Smart mirror is designed with speech recognition, face recognition, wake-up touch and 

voice enabled. Some mirrors operate in two modes namely Display mode and Register Mode. 

System makes use of MVC model and used in college for student information and 

registration. System is designed for Theft Detection in a home environment. Human motion 

is detected by the PIR sensors and later the camera captures information and stores in drop 

box. The DHT22 hardware chip is used for theft detection and for mobile control, the VNC 

viewer is used. Some Smart Mirrors are based on AI (Artificial Intelligence) are voice 

command controlled with support of Human gestures produce real-time information. The 

system is made responsive by making use of the Machine Learning Techniques. Some 

systems are designed as Child Monitoring Systems. The system connects to user’s smart 

phone using android application and produces real-time data. The systems proposed so far are 

built using different algorithms and different hardware units. These systems are primarily 

meant for displaying information on the screen. The proposed system displays real-time data 

on the screen and provides security and vigilance in a deployed environment. 

 

3. IMPLEMENTATION OF THE PROPOSED MODEL 

It is built with Raspberry Pi as a main controlling unit. The raspberry Pi is physically 

connected to all the devices like camera, SD card, touch screen and microphone. The 

raspberry Pi is like a general purpose computer with limited capacity in terms memory and 

processing. 

3.1 Block Diagram 

 
Fig. 1. Detailed Block Diagram. 

 

The commands to this system are given in three modes namely touch commands, voice 

commands, mobile commands. After validation the commands are sent to Raspberry Pi for 

execution. The proposed Smart Mirror is specifically designed for providing security in the 

home environment and to control home automation. 

The Raspberry Pi compatible camera is fitted on to the Smart Mirror. The camera will be 

constantly observing for Human Detection with the help of raspberry Pi. Using the Yolo 

Object Detection Algorithm, Intrusion is detected. If Intrusion is confirmed, an alert message 

along with the photo of an intruder is sent to the owner of the Smart Mirror on his registered 

mobile device. The system can be operated using Voice Commands, touch commands and 
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can be controlled through Mobile device. The voice or Mobile commands are used to put the 

System in Intrusion detection (Security)mode. When we give some voice command at that 

time the microphone will capture the command send it to Google assistant. Then Google 

assistant will process the command and according to that operation will perform. The 

processed signal is passed from raspberry pi to relay module and relay module will turn 

ON/OFF light by using its channels. Speakers are connected to raspberry pi and provides 

audio to user. Power supply is used to power up raspberry pi. The proposed system consists 

of the modules namely Authentication module, Input module and Security/Intrusion 

Detection Module. 

A. Authentication Module: 

The authentication module is responsible for authenticating the user to the system. The 

authentication is username and password based. After successful attempt, users will be able 

to access the Smart Mirror. Figure 4 shows the details of authentication process. If there are 3 

unsuccessful attempts, an alert message will be sent to the owner of the system. Once the 

authentication is successful then the system is ready to accept command. The synchronizer 

will take care of the commands being issued to the system. 

 
Fig. 2. Authentication Module 

B. Input Module: 

The figure 5 shows the Synchronizer unit and the functionality of the same. 

 
Fig. 3. Synchronizer Unit 

 

The synchronizer unit will accept input commands only if it can serve the command at that 

stateof execution. Usually smart mirror will be in processing phase whenever it is executing 

the commands.If its in idle state it will accept commands. The figure shows the ways in 

which input commands can beissued to the proposed system. 
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Fig. 4. Input Module 

 

The three modes of input are voice based, touch based and commands through mobile. At 

any point of time any one of the above said command modes can be used to issue commands 

to the system. Commands will be executed and results are displayed on the touch enabled 

screen. 

C. Security module/Intrusion detection modules  

This is the main theme of the proposed module. This module shows the actual 

interactivebehavior of the proposed system. The figure shows the security module. 

 

 
Fig. 5. Security Module 

 

Either voice or mobile commands can be used to operate the intrusion detection system. 

Voicecommands can be issued whenever the user is in front of the system. Mobile commands 

can be usedwhenever the user is away for the system. 

 

 

 
Fig. 6. Human Intrusion Detection 
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D. Result 

The proposed model has beensuccessfully designed and tested. Integrating features of all 

the hardware components used havedeveloped it. Presence of every module has been 

reasoned out and placed carefully thus contributing tothe best working of the unit. Secondly, 

using highly advanced IC’s and with the help of growingtechnology the paper has been 

successfully implemented. 

 

Fig. 7. Smart mirror 

 

4. HARDWARE DESCRIPTION 

4.1. Raspberry pi 

The raspberry pi is a series of small single-board computers developed in the United 

Kingdom by the raspberry pi foundation to put the power of computing and digital making 

into the hands of people all over the world. If at the beginning the aims of raspberry pi project 

were leaned towards the promotion of teaching of basic computer science in schools and in 

developing countries, it rapidly expanded into a wider range of use, as the original model 

become very popular than anticipated. 

Raspberry pi is a low cost, credit-card sized computer that plugs into a computer monitor 

or TV and uses a standard keyboard and mouse. It is a capable little device that enables 

people of all ages to explore computing, and to learn how to program in languages like 

scratch and python. It’s capable of doing everything you’d expect a desktop computer to do, 

from browsing the internet and playing high-definition video, to making spreadsheets, word-

processing, and playing games. 

The raspberry pi has the ability to interact with the outside world and has been used in a 

wide array of digital maker projects, from music machines and parent detectors to weather 

stations and tweeting birdhouses with infra-red cameras. We want to see the raspberry pi 

being used by kids all over the world to learn to program and understand how computers 

work.  

 

4.1.1 Generations 

Several generations of raspberry pi have been released. All models feature a Broadcom 

system on a chip (soc) with an integrated ARM-compatible central processing unit (CPU) and 

on-chip graphics processing unit (GPU). Processor speed ranges from 700 MHz to 1.4GHz 

for the pi3 model B+ or 1.5GHz for pi 4; onboard memory ranges from 256 MiB to 1 GiB 

random-access memory (RAM), with up to 8 GiB available on the pi 4. Secure digital (SD) 

cards in micro SDHC from factor (SDHC on early models) are used to store the operating 

system and program memory. The boards have one to five USB ports for video output, 

HDMI and composite video are supported, with a standard 3.5mm tip-ring-sleeve jack for 

audio output. Lower-level output is provided by a few GPIO pins, which support common 

protocols like I2C. the B-models have an 8P8C Ethernet port and the pi 3, pi 4 and pi zero W 

have on board Wi-Fi 802.11n and Bluetooth. 
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The first generation (Raspberry pimodel B) was released in February 2012, followed by 

simpler and cheaper model A. in 2014, the foundation released a board with an improved 

design, raspberry pi model B+. these boards are appropriately credit-card sized and represent 

the standard mainline formfactor. Improved A+ and B+ models were released a year later. A 

“compute module” was released in April 2014 for embedded applications. The raspberry pi 2, 

which featured a 900 MHz quad-core ARM cortex-A7 processor and 1GiB RAM, was 

released in February 2015 A raspberry pi zero with smaller size and reduced input/output 

(i/o) and general-purpose (GPIO) capabilities was released in November 2015. On 28 

February 2017, the raspberry pi zero W was launched, a version of the zero with Wi-Fi and 

Bluetooth capabilities, on 12 January 2018, the raspberry pi zero WH was launched. A 

version of the zero W with pre-soldered GPIO headers. 

Raspberry pi 3 model B was released in February 2016 with a 1.2GHz 64-bit quad core 

processor, on-board 802.11n WiFi, Bluetooth and USB boot capabilities. On pi day 2018, the 

raspberry pi 3 model B+ was launched with a faster 1.4GHz processor and a three-times 

faster gigabit Ethernet (throughput limited to ca. 300 Mbit/s by the internal USB 2.0 

connections) or 2.4/5 GHz dual band 802.11ac Wi-Fi (100 Mbit/s). Other features are power 

over Ethernet (PoE) (with the add-on PoE HAT), USB boot and network boot (as SD card is 

no longer required). 

Raspberry pi 4 model B was released in June 2019 with a 1.5 GHz 64-bit quad core ARM 

cortex-A72 processor, on-board 802.11ac Wi-Fi, Bluetooth 5, full gigabit Ethernet 

(throughput not limited), two USB 2.0 ports, two USB 3.0 ports, and dual-monitor support 

via a pair of micro-HDMI (HDMI type D) ports for upto 4K resolution. The pi 4 is also 

powered via a USB-C port, enabling additional power to be provided to downstream 

peripherals, when used with an appropriate PSU. The initial raspberry pi 4 board has a design 

flaw where third-party e-marked USB cables, such as those used on apple MacBook’s, 

incorrectly identify it and refuse to provide power. Tom’s hardware tested 14 different cables 

and founded that 11 of them turned on and powered the pi without issue. The design flaw was 

fixed in revision 1.2 of the board, released in late 2019. 

 
Fig.8. Raspberry Pi pin diagram 

 

 

4.2 TOUCH SCREEN: 

The raspberry pi touch display is an LCD display which connects to the raspberry pi 

through The DSI connector. In some situations, it allows for the use of both the HDMI and 

LCD displays at thesame time. 

The DSI display is designed to work with all models of raspberry pi, however early models 

thatdo not have mounting holes (the raspberry pi 1 model A and B) will require additional 

mountinghardware to fit the HAT-dimensioned stand-offs on the display PCB. 
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Fig. 9. Touch screen 

 

The following image shows how to attach the raspberry pi to the back of the touch display 

(ifrequired), and how to connect data (ribbon cable) and power (red/black wires) from the 

raspberry pi tothe display. If you are not attaching the raspberry pi to the back of the display, 

take extra care whenattaching the ribbon cable to ensure it is the correct way round. The 

black and red power wires shouldbe attached to the GND and 5v pins respectively. 

 

 

4.3 MICROPHONE: 

Several types of microphones are used today, which employ different methods to convert 

the airpressure variations of a sound wave to an electrical signal the most common are the 

dynamicmicrophone, which uses a coil of wire suspended in a magnetic field; the condenser 

microphone, whichuses the vibrating diaphragm as a capacitor plate; and the contact 

microphone, which uses a crystal ofpiezoelectric material. Microphones typically need to be 

connected to a preamplifier before the signalcan be recorded or reproduced. 

Microphones are used in many applications such as telephones, hearing aids, public 

addresssystems for concert halls and public events, motion picture production, live and 

recorded audioengineering, sound recording, two-way radios, megaphones, radio and 

television broadcasting. Theyare also used in computers for recording voice, speech 

recognition, voice, and for non-acousticpurposes such as ultrasonic sensors or knock sensors. 

 
Fig. 10. Microphone 

 

This is a tiny USB microphone that plugs into your laptop or desktop computer. No 

microphoneon your computer? No problem-just plug this incredibly small microphone into a 

USB port and addmicrophone functionality. No need to install any extra software; Microsoft 

windows will detect thedevice and automatically install it. Simply launch within any program 

such as skype or googlehangouts.There is no need to configure the USB mini microphone, it 

can e used directly. 

 

4.4 PIR SENSOR: 

The passive infrared sensor (PIR) sensor module is used for motion detection. It is 

oftenreferred to used “PIR”, “pyroelectric”, “passive infrared” and “IR motion” sensor. The 

module has anon-board pyroelectric sensor, conditioning circuitry and a dome shaped Fresnel 

lens. It is used to sensemovement of people, animals, or other objects. They are commonly 

used in burglar alarms andautomatically-activated lightning systems. 

 



European Journal of Molecular & Clinical Medicine 
 ISSN 2515-8260                 Volume 07, Issue 01, 2020 

4195 

 
Fig. 11. PIR sensor 

 

Passive infrared sensor (PIR sensor) is an electronic sensor that measures infrared (IR) 

lightradiating from objects in its field of view. They are most often used in PIR-based motion 

detector(PID). 

PIR sensors are commonly called simply “PIR”, or sometimes “PID”, for “passive 

infrareddetector”. The term passive refers to the fact that PIR devices do not radiate energy 

for detectionpurposes. They work entirely by detecting infrared radiations (radiant heat) 

emitted by or reflectedfrom objects. 

 

 

5. CONCLUSION 

The main theme of the proposed work is to design a product bundled with maximum 

possible features. The system is not just devised as a means of information provider but also 

an interactive system which can actively be used for security and to control home appliances. 

The system can be used as security and vigilance system. There is no absolute need of 

personal monitoring. This system is very useful for physically challenged people, old people 

and children. Most importantly everyone can easily access this system easily even while 

doing their daily chorus. The system can be extended as a commercial product. There is a 

scope of future work in this proposed system by adding artificial intelligence, controlling 

smart mirror with hand gestures. 
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